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ABSTRACT

Cloud Computing servers provides hopeful platfoomstorage of data. Sharing of patient healthrex@PtHR) is
an emerging patient centric model of well-beingpinfiation exchange, which is often outsourced toest third party,
such as cloud providers. It allows patients to teremanage, control and share their patient weligoanformation from
one place through the web, with other users as ashealthcare providers. The patient’s recordsitaiaied with full
security and privacy in. the centralized server.athieve fine grained and scalable data accessotdot health records
stored in semi trusted servers, we make use abuatir based encryption (ABE) to encrypt the eactieptis health
information. In this paper, we discover key-polatjribute based encryption (KP-ABE) and multi-auityoattribute based
encryption (MA-ABE) to enforce patient access cohfpolicy such that everyone can download the dhtd, only
authorize user can view the medical records. t algpports multiple owner scenarios and dividesuers in the system
into multiple security domains that greatly redtioce key management complexity for owners and ugetégh degree of

patient privacy is guaranteed by exploitingma-alpeiblic domain and (KP-ABE) in personal domain.

KEYWORDS: Patient Health Records, Cloud Computing, Data RyivaFine-Grained Access Control and
Multi-Authority Attribute Based Encryption

INTRODUCTION

Cloud computing is the delivery of computing seegimver the Internet. Cloud services allow indigiduand

businesses to use software and hardware that aragee by third parties at remote locations.

The characteristics of cloud computing include emdnd self-service, broad network access, resqaakng,
rapid elasticity and measured service. The cloudpding service models are Software as a Servigagy Platform as a
Service (PaaS) and Infrastructure as a Servic&)laghere are different types of clouds are PuBlmud, PrivateCloud
and Hybrid Cloud. In current Year's Patient HeaRbcord (PHR) has emerged as a patient-centric maidékealth
information exchange. A system examine allows & tesereate, manage, and control their patientthekdta in one place
through the web, which has made the loading, reca@nd sharing of their health information moreuse. Each patient
is promised the full control of their patient héatecords and can share their health data withkeensive range of users,
including healthcare providers, family unitor friesn Due to the high cost of creation and maintgiriommitted data

centers, many patient health record services asworced to or provided by third-party service [devs.

Due to the high value of the sensitive Patient theliformation (PHI), the third-party storage sesvare often
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the targets of various hostile actions which magdl¢o exposure of the PHI. To make certain patentric privacy
control over their own medical health recordssiinecessary to have fine-grained data access toméchanisms that
work with semi-trusted servers, and records areedton semi-trusted servers, and focus on addgesissndoubtful and

challenging key management issues has been done.

In order to protect the patient health informatitored on a semi-trusted server, Attribute-Basedrygtion
(ABE) V. Goyal, Pandey,A.Sahai,[ 3] as the main encryption primitive has bedopded to attain fine grained access
control. In order to estimate system proposalbeatiy that implement primitive of Key Policy Attrte-based Encryption
(KP-ABE) algorithms and library that realize primé of Multi-Authority Attribute-based EncryptionMA-ABE)M.
Chase and S. S. Chow([5], algorithms are creatquhtient medical record sharing system that allotiepaito encrypt and
submit their medical records to servers using KF=ABd MA-ABE and users from public and personal dionallows to

decrypt the medical records is implemented.
Key Offerings

We propose a novel ABE-based framework for patgemitric secure sharing of PHRs in cloud computing
environments, under the multi owner settings. Tdress the key management challenges, we conceptligitie the

users in the system into two types of domains, fapblic and personal domains (PSDs).

In the public domain, we use Multi Authority ABE @ABE)to improve the security and avoid key escrow
problem. Each Attribute Authority (AA) in it govesra displace subset of user task attributes, wioifee of them alone is

able to control the security of the whole system.

In the personal domain, owners directly assign sgpeivileges for patient users and encrypt a PildRuhder its
data attributes. Furthermore, we enhance MA-ABE puwting forward an efficient and on-demand useilaite

revocation scheme, and prove its security undedsia security assumptions.
Problem Definition

Patient’'s Health Record Sharing (PHRS) system sgséem there are multiple PHRS owners and PHRSs.user
The owners refer to patients who have full contnegr their own PHRS data, i.e., they can createaga and delete it.
There is a central server belonging to the PHRicemrovider that stores all the owners’ PHRSs. Uibers may come
from various aspects; for example, a friend, agigez or a researcher. Users access the PHRS dotsitieough the
server in order to read or write to someone’s PH&®, a user can concurrently have access to naulbphers’ data.
To achieve “patient-centric” medical record shariagore requirement is that each patient can aowtio are authorized
to access to their own PMRS documents. Especiadlgr controlled access is core security objectiseshe proposed

PHRS system. The security and performance requitesnage summarized as follows:
Data Confidentiality

Unauthorized users who do not have enough attsbsdisfying the access policy or do not have préey

access privileges should be prevented from deeny@iPHRS document, even under user collusion.
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Fine-Grained Access Control

Fine grained access control should be enforcednimgalifferent users are authorized to read differsets of

documents.
On-Demand Revocation

Whenever a user’s attribute is no longer valid, uker should not be able to access future PHRS d#éng that
attribute. This is usually called attribute revaaat and the corresponding security property isveod secrecy. There is

also user revocation, where all of a user’s acpasgeges are revoked.
Scalability and Usability

The PHRS system should support users from botlpakient domain and public domains. Since the taters
from the public domain may be large in size andredjgtable, the system should be highly scalabieterms of
complexity in key management, communication, andagfe. Additionally, the owners’ efforts in managmsers and keys

should be minimized to enjoy usability.
Objective

To propose and develop proof of concept frameworlpétient centric fine grained data access coandlsecure
sharing of medical records with multi-owner envimmnt on a semi trusted server and try to minimimedomplexity of
key management using Attribute based encryptiohnigcies which also support modification of acceskcigs or file
attributes, supports efficient ussttribute revocation. First implement the Key-Pylidttribute Based Encryption
(KP-ABE) Library API. Second implement the Multi-#ority Attribute Based Encryption (MA-ABE) Librar&PI.

RELATED WORK

This paper is mostly related to work in cryptogriaphy enforced access control for outsourced dathattribute
based encryption. To improve upon the scalabilitthe above solutions, one-to-many encryption meéshsuch as ABE

can be used.
Symmetric Key Cryptography (SKC) Based Solutions

Symmetric-key algorithms are a class of algoritHforscryptography that use the same cryptographics Ker
both encryption of plaintext and decryption of @phtext. The keys may be identical or there mayabsimple
transformation to go between the two keys. The kiygractice, represent a shared secret betweerotwnore parties

that can be used to maintain a private informatiidn

The SKC-based solutions have several key limitatidfirst, key management overhead is high where tasr a
large number of users and owners, which is the itaaesystem. Second, key distribution can be Wrsegnvenient when

there are multiple owners, since it requires eachen to always be online.
Public Key Cryptography (PKC) Based Solutions

PKC based solutions were proposed due to its whditseparate write and read privileges."Patiemtradled
encryption ensuring privacy of electronic patient records&yt purpose the solution scenario and shows howicpaibd

symmetric based encryption used, disadvantageeaf sblution is either suffer high key managemerrbead, or require
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encrypting multiple copies of a file using diffetemsers’ keys. Access control can be enforced énewrite and read
operation involves a proxy server. However, it dnessupport fine grained access control, andss abt collusion-safe

Implementation.
Attribute-Based Encryption (ABE) Solutions

The SKC and traditional PKC based solutions alfesufrom low scalability in a large patient heakdcord
system, since file encryption is done in one-to-or@nner, while each patient health record may laawvempulsive large
number of users. To avoid such inconveniences,lraneto-many encryption methods such as attribassed encryption
can be used.

In Attribute-Based EncryptiofABE) system, users’ private keys and cipher text kbeled with sets of
descriptive attributes and access policies resgalgtiand a particular key can decrypt a particaigher text only if
associated attributes and policy are matched. Tlaee two kinds of ABE having been proposed: Keyidjol
Attribute-Based Encryption (KP-ABE). Cipher textieg Attribute-Based Encryption (CP-ABE).

SYSTEM DESIGN

Software requirements and specification find theftection in design system. The following sectioutlines
proposed solution, i.e. software architecture, niarization, data flow between applications and #madion of employed
protocols. ABE as a building block is used in pregm system. That is because ABE not only offes-dirained access

control similar to RBAC or ABAC, but also enforcdata protection against semi-trusted server.
Architecture

Architecture is an overall structure of a systetndéals with the overall working of the system. Tdhesign
process for identifying the sub-systems making gysiem and the framework for sub-system contrdl@mmunication
is architectural design. Figure shows depict thehitecture of proposed PMRS system for secure rshpari the medical

records.

The system is split into two security domains namelublic domains (PUDs) and personal domains (BSDs
according to the different users’ data access reménts. The PUDs consist of users who make adzssd on their
professional roles, such as doctors, nurses, meadwearchers and insurance agents. For each B3Bers are personally
associated with a data owner (such as family mesnbieclose friends), and they make accesses tocalagicords based

on access rights assigned by the owner.

In personal domains the owner used key-policyattéd based encryption and generates secret kethdor
PSDs user and in PUDs the multi-authority attribbtesed encryption is preferred. Secret Key for PUWiSsrs are
generated by multiple authorities depending onrtlpecialization and profession in combine. The lehgystem is

composed of three software parts which run as stéomke applications.
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Figure 1: Architecture of Scalable and Secure Shamg of Medical Records
in Cloud Computing Using Attribute-Based Encryption

Modules of the System are
» System Setup and Secret Key Generation
e Encryption of Health Records and upload.
* View Encrypted Medical Records (Decryption).
* Revocation of Public domain User / attributes.
» Policy Update.
* Login and Upload of public parameters, Encrypteddres.
* Implement the various libraries.
Existing System

Due to the high cost of building and maintaining@plized data centers, many PHR services are ungeso to or
provided by third-party service providers, for exden Microsoft Health Vault.

While it is exciting to have convenient PHR sergider everyone, there are many security and privaks.
Which could impede its wide adoption. The main atkis about whether the patients could actualhtrad the sharing of
their sensitive patient health information (PHBpecially when they are stored on a third-partyesewhich people may

not fully trust.
Disadvantages of Existing System

e There have been wide privacy concerns as patiatthheformation could be exposed to those thirdypservers
and to unauthorized parties.

e They usually assume the use of a single trusteldoatyt (TA) in the system. This not only may creatdoad
bottleneck, but also suffers from the key escroaebf@m. In addition, it is not practical to delegatkattribute
management tasks to one trusted authority includertjfying all users attributes or roles and gatieg secret

keys.
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e There still lacks an efficient and on-demand ussocation mechanism for ABE with the support fonayic

policy updates/changes, which are essential phgsaure PHR sharing.
Proposed System

To assure the patients’ control over access ta thenh PHRs, it is a promising method to encrypt Bi¢Rs
before outsourcing. In this paper, we propose &hpatient-centric framework and a suite of mechiasi for data access
control to PHRs stored in semi-trusted serversatieve fine-grained and scalable data accessotdotr PHRs, we

leverage attribute based encryption (ABE) techrsgoesncrypt each patient’'s PHR file.

To ensure patient-centric privacy control over thmvn PHRs, it is essential to have fine-graineth deccess
control mechanisms that work with semi-trusted sesvin order to protect the patient health daieeston a semi-trusted
server, we adopt attribute-based encryption (AB&)ttee main encryption primitive. Using ABE, accessicies are
expressed based on the attributes of users orwhiel) enables a patient to selectively share bePHR among a set of

users by encrypting the file under a set of attabuwithout the need to know a complete list @&frss
Advantages of Proposed System

* We focus on the multiple data owner scenario, ariiel the users in the PHR system into multipleusi¢g

domains that greatly reduces the key managemenleaity for owners and users.

 We bridge the above gaps by proposing a unifiedirggcframework for patient-centric sharing of PHRsa

multi-domain, multi-authority PHR system with mamsers.
Proposd Sdution

A secure ABE-based framework for patientcentic secue shaing of medical recads in cloud computing

environmens, unde the multrowner settingsis proposed.

To addessthe key mangement challengg the sersin thesystem ae divided into Wwo types of domairs, namely
public and pesonal danains. In paticular, the majoity professonal wsers are managed diributive by attibute authaties
in theformer, while each ane only need to manage the keyf a small numbe of usersin ther pesonal domainin this
way, ou framevork can simultaneowly handle diferent type of shaiing applicatios’ requremens, while incuring

minimal key management oleadfor both owners and wsers in thesystem.
A Public Domain

In the public domain, Multi-authority ABE (MA-ABEYith enhancement to improve the security and akei
escrow problem is proposed. Each Attribute AutlyofA) in it governs a disjoint subset of user raittributes, while
none of them alone is able to control the secwitghe whole system. In public domain two authestimedical and

Specialization authority are considered who man#gegrofessional attribute and specializatioritattes respectively.

The system defines role attributes, and a readargnblic domain obtains secret key from AttribAtgthorities
(AAs), which binds the user to their claimed atités/roles.

Attribute Authorities in combine generates globablic parameter and attributes specific public anaster
parameter of their respective attributes using MBEASetup algorithm. And publish public parameteighvhelp of

service provider. All Attribute Authority in combéngenerates the secret key for the public domaén afstheir claimed
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role attributes and send via secure email to oltkeireaet key.

Algorithm Forma-Abe

Setup (): This algaiithm’s input is eachAA’s attribute univese {Uk}k € {1....N}, and outpus a mater key for
eachAA and the public keylt is coopeatively executed by alNAAs. It defines bilinear groups G1, G2 with

prime ader p and genextasgl, g2respectively, and an adrsgble bilinea map eG1 x G2 — GT.

The PK andAAK’s master key MKk are PK =(Y =e (g1, @) "ZkVk,
{Tk;i= tk;iVerk,i} i €Uk, ke{l...N})
MK k= (Vk, {tk;i,Verk;i}i eUk)

Where vk isthe mater seaet o eachAA, and tk; EZp and Tk; €G2 ae attibute pivate/public key componesit

for attribute i.

Key Issue (Attributes, MK, PK): This algarithm, theAAs collectively actively genmates a seaet keyfor a wser.

For a wer with (seaet) IDu, theseaet key sin theform:
SKu= (Du =g'Ruy, {Dk;i= g"(ak(i)/tk,i) , Verk,itke{1...N} )
Where Ruis a globallD for user u, and

0k(0) = Zkvk—Ru.

Encryption (M, PK, Attributes []): Thisalgaithm takesa messageM, PK and aset d attibutes and output the

ciphe-textE as follows

The encyptor first choses anseZp, and themetuns.
CT=[EO=M-Y " s E1="s{Ck;i=Tk;i"s, Verk;i} ke{1..N}],
Where i=no of attibutes form authaity k.

Deayption (CT, Sku): Thisalgarithm takes asinput a ciphetext CT and a ger seaet keySKu. If for eachAAKk,
If the vesion of atribute in SK and CT match®g algaithm pars up Dk; | and Ck:| and recorstructs

€(g1,02)"sqk(0).After multiplying all these values togethe with e(Du,E1), urecoves the blindfactaY"s and thig
gesM.

Update Paramete: This algaithm updats an attibute to a Bw version byreddining its s/stem mater key and
public key componentt also outpus a roxy re-enayption key betveen the old wsion and he nev version of
the attibute.

Psudocoded as:
For each i in attibute

e randomly pi& tinewfrom Zp;

e compute T=g1" tinew

www.iaset.us anti@iaset.us



56 S B Shivakumar K M Niranjan , Kumarswamy H & Avinash G M

—reEndeyi= tinew tj
—reSeKeyi= ti/ tinew
—Vei=Veij+ 1

—Ti =tinew

» Upadte Seaet Key: This algaithm trarslates the seaet key componentfaattribute i in the ger seaet keySK

from an old vesion into the latet version.

P<udo codesas Input: Seaet Key andreSeefile:
e For each matching i in atbute d seaet key andeSedile
« Dk inew=Dk,i)"reSecKey
. UpdateVersion diseaetkey attibute

* ReEncry pt File: Thisalgaithm trardlates the ciphe text componentfoan attibute | d afile from an old vesion

into the latet version. Pseudo codes Input: Ciphe-TextFile andre EncKeyj file.

e For each matching i in atbute d seaet key ande Sedile.
0 Ck,inew=(Ck,i)"\reEndey.
o UpdateVersion of attribute in EncyptedFile.

» Update Ciphe-Text: Forgivers value and Bt of attributes and encyptedfile, Algorithm modfiesthe ciphe text
attribute policy Pa of the encypted file. First check For Valids value, fs is valid then it modies using
Enayption() Algorithm is used abee.

B Personal Domain

In the pesonal domain sing Key Policy — Attribute Baed Encyption (KP-ABE), each patient managéheir
seaet key and accss ights of users their personal domain wers. Propcse mecharams for Enayptions o that patient can

specfy peasonalizedfine — grainedrole — based accespolicies during file enayption.
KP-ABE isa ayptogaphysystem built upon byline mn apand LineaSeaet Sharing Scheme
Algorithm for kp-ABE

» Kp-Abe Setup (A): Outpuss public keyPK and Master key MK for A asset d attributes.-It defines a bilinea
group G1 o prime ade p with a geneatar g, a bilinea map eGlx G1->G2 which ha the popeties of bi-

linearity, computability, and nowlegeneacy.

A as set of attributes, Associate for each attabotA with atributes universe & U= {1, 2, .., n}. Asociate each

attribute i €U with a numbeti and chose y unformly at random in g*.

Outpuss are PK andMK calculated s
. The public keys:PK =(T1= ¢, ... Ti= ¢Vlv = qg.9%)
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* The mater key is-MK= (t1,....., {U}Y)
* KP-A be Enayption (M, I', PK): Choase arandom valugin Zp. Eneypt aseaet messageM in GT with aset d
attributesy.
The ciphe-text is:
, S (. .S .
E=(y, E =MY® {Ei=T iV}iey)
* KP-A be Key Gengation (A, MK) : This algaithm output aseaet keySK embeddedvith a acces sructue T.
The acces sructue A is realized by théollowing threesteps:
For root node, set valueseaet = y.mak all node urassgned and mik root node asgned.

 Rearsvely, For Each asgned NonLea Node, A.If the opeata is ‘And’, And its child no des are maked
un-Asdgned, Let n be the numbef child nodes, Set the value beach childnode, Except thestaone, To be
sieZp, And The Value ©®The Lat Node To BeSp= S-Y, §i.Mark This Node Asdgned.B. If the opeata is or,

Set the valusof its child nodeto bes. Mark this node Assgned.

» For each Ledattibute g, |€T, ComputeDj; |= TjAsi, SeaetKeys k= {Dj, I}.

» KP-A be Deayption (E,D): Thisalgaithm takes asinput the ciphetext e engypted Undethe attibutes etu, The
user's seaet keysk for accesdreet, And the public kefK. Finally it Output the mesagem If and Only f u
satisfies T.

In The pesonal domain Ownes Directly assgn accasprivileges for personal wsers and encypt a medicatecad
file Unde Its Data Attibutes. Who can acasthe patieris medicalrecad ae referred & datareade The Date Quners
refer to patiens who havefull contol ove their own phrdata, I.E., They canr€ate, Manage and delete it. The dedes
download medicafrecad files from the Server, And They can Deagpt TheFiles Only if They havesuitable Atribute

based ke. Systemwill suppat revocation 6one @ morerole attibutes of a public domain ser.

Revocation b a public domain ser which is equivalent torevoking all attibutes of Public Domain er.
These Opeatiors are done By theAA That The Wer belong. A medicalrecad ovne can updateshaing policy for an
existing medicalrecad Document By updating The Attutes (AccessPolicy) In The cipheText.

Encryption and Upload

The Owner Encrypt the health records under a cefita@ grained and role-based access policy forsusem the
Public domain to access, and under a selectedf ddta attributes that allows access from userthénpersonal. And

Uploads Encrypted File to the server.
View Encrypted Health Record File/Decryption

User from the personal or public domain can reqtlestfile form the server. Only user can view teeards,

provided theseaet key policy matchewith the attibutes attachd with thefiles.
Revocations
There vocation public domainserg/attributes are corsider. Revocation b user is smilar to revocation 6 all
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attributes of the wser. The Revocationfauser attribute is done @ing following steps:

Attribute Authaity (AA) reddines the MK and PK bthe attibutes of there voked ser and also geneates Poxy

Re-enayption keys for filesandseaets key.

Attribute Authaity sends the Proxy Reencyption key for seaet key to unevoked ger via secue email to
medical pofessonal andMedical pofesson updats the seaet key wing PRE Seaet Keys. Authority re-enaypts the

enayptedfile with the help 6 pre attibute kewon server.
Policy Update

Ou schemeshould suppat the dynamic add/moti/delete & pat of the document aces mlicies or data
attributes by the avner. For example, fi a patient dognot want doctes to view their medicalrecad dter theyfinishes a
visit to a hapital, patient casimply delete the ciphetext componerstcorresponding to atibute “doctg” in their medical
recads files. To make the computation meodficient, each wner could store therandom numbies used in encypting the
symmetic key d each document on thledbwn compute, and costruct nev ciphe-text componerst corresponding to

added/changed attutes basedon used duing eneyption.

CONCLUSIONS

A novel frameavork of secue sharing of patient medicatecads in cloud computingd proposed. Comsidering
patially trustworthy cloudservers, to fully realize the patiententic concet, patiens hall have complete comtl of their
own privacy through encypting ther medicalrecad files to allow fine-grained acces The frameavork addesses the
unique challengebrought by multiple wner sand sers, in that geatly reduce the complexityf ey managementhile
ersured the pivacy. Different ABE encyption techniqueare utilized to engypt the medicatecad files, so that patierst
can allav accessnot only by pesonal wsers, but ako vaious users from public domais with different professonal roles,

qualifications and dfiliations. Systemsuppats there vocation and update @liute policy d the encyptedfile.
Future Enhancement

One fundamental assumption was that plan isoaff-concept, and carquently is functionality s highly
limited. On the othehand, intenal complexity and neefbr extenal libraries made the nission quite a big undking.
Due to limited timefor the work, some featues were not included into initiakpecfication, but could be added in

subsequentreleases of software.

Current vasion o the gan dos not provide any public dectay server which would store public keg and aso
implement system which sencs ®aet keys caresponding to given identitee This kind of applicationwould be a

fundamentafacta of trarsparent data ergption.

Future Version of Web applicationwill include write accas contol and othe dynamic featues requred to

complete thesharing of medicalrecad system.

Current vasion of the mper sippats policy in theform of ‘or'& ‘and‘node, In future vesion need to Exple
more dynamic andféicientway to illustrate acces sructures for policy with suppat of more opeatars which is required

for Key Gengation.
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